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***** First Change *****
6.5
Solution 5: Small Data Fast Path communication

6.5.1
Introduction

This solution addresses the Key Issue 1: Support for infrequent small data transmission.

The Small Data Fast Path (SDFP) solution targets to optimize small data transmission for CIoT UEs in CM-IDLE mode. It describes how small data can be passed in a fast path of the user plane without the overhead amount of signalling caused by CM-IDLE / CM-CONNECTED mode transitions.

The SDFP solution has the following specifics:
-
UP security is between UE and UPF. The security information is configured by NAS during UE registration or PDU session setup.
-
The UE passes information required for the RAN to forward the small data to the UPF in the RRC message. The RAN derives the UPF information from the information provided by the UE. The UPF information should be abstract and hide the internal network architecture. 


-
One or several QoS flows can be enabled for SDFP. UE will indicate QoS information of the packet over radio interface, the RAN will forward the QoS information for verification by the UPF (i.e. that the UE is authorized to use a certain QoS flow).

-
The solution support DL data using CN paging. (e)DRX parameters etc. is configured during UE registration. The solution can also support PSM if defined.
-
Uses a UP connected to NEF, e.g. according to solution XX
, to support NIDD API(s) to AF/SCS/AS for the Indirect Model of communication. 

6.5.2
Functional Description
6.5.2.1
General

The Small data fast path is intended as an add-on function handled in a separate PDU session. It does not replace any existing system function, but it can be used if both the network and UE support it. This should also keep the impact on the system lower and simplify the introduction in Low Power Wide Area Networks (LPWAN).
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Figure 6.5.2.1-1: E2E SDFP transmission

The SDFP is realized by providing relevant UPF or PDU session related information to the UE from the SMF, which the UE would later provide to the RAN. The UPF or PDU session relevant information enables the RAN to derive the path over N3 to the UPF. At UL data arrival the UE passes the data together with the UPF or PDU session relevant information to the RAN. The RAN forwards the data on the N3 interface. Since info required to determine the forwarding of the data is received from the UE, the RAN does not need to signal to the AMF or have any UE context information stored.



The UPF or PDU session relevant information is provided to the UE as part of the Session Management (SM) procedures. The SMF may enable one (or more) of the QoS flows for SDFP.

The AMF derives SDFP security information and provides it to the SMF. The SMF stores the SDFP security information for the PDU session, enables indicated QoS flows and acknowledges to the AMF that they have been SDFP enabled.
Header compression is supported in the UE and the UPF.

6.5.2.2
Mobility

Mobility is support as for normal UEs in IDLE mode. When the UE enters a new TA currently not part of the UE registration area (i.e. including moving to a new UPF service area), the UE will initiate a registration update. During the UE registration update, the UPF or PDU session information could be updated towards the UE by the SMF e.g. if the UE context is re-allocated to a new UPF. SSC mode 2 mobility is probably appropriate for infrequent small data.
The solution assumes the Rel-15 5G baseline that the SMF and UPF can be used throughout the PLMN (e.g. a specific CIoT slice may be used), but UPF can be changed as of above if  needed.
In roaming cases, a UPF in the VPLMN is used for SDFP support.

6.5.2.3
Security


In the SDFP the UE sends traffic without having set up the regular AS security.

In the described solution the security protection is done by security contexts in the UE and the AMF/SMF/UPF. These are established as part of existing signalling, hence keeping the signalling overhead for small data to a minimum. The SDPF security information is stored in the SMF, UPF and the UE as part of the PDU Session Resource Request information. It is kept regardless if the SDFP is active or not, i.e. the SDFP security information is kept as long as the SDFP remains enabled. When the SDFP security information is updated for the UE, the AMF also updates the SMF/UPF with new SDFP security information .
If UPF is changed e.g. due to mobility, a new SDFP security information is established by AMF during the Registration Update procedure and provided to the SMF/UPF and to the UE. 
The security protocol between the UE and the UPF consists of the same or similar protocols to the E-UTRA PDCP layer i.e. with integrity protection and ciphering functionality.
Editor's note:
The security aspects of the solution need to be checked by SA WG3.
6.5.2.4
UPF and PDU Session information in the UE

The UPF information provided to the UE should not disclose the internal network architecture and addressing. RAN therefore has a list of UPFs that support SDFP, with an index and an IP address for each UPF in the list. The list of UPFs supporting SDFP is preconfigured in the RAN and each RAN node has the same information. 

When a PDU Session is created for SDFP, RAN receives from the AMF/SMF a UPF Tunnel information and a SDFP indication. Based on the IP address in the UPF Tunnel information and the RAN list of UPFs with SDFP support, RAN determines the UPF index.     

6.5.3
Support of EPC interworking


Mobility from EPC to 5GC:

At mobility from EPC to 5GC, the UPF information is provided to the UE as part of the registration procedure.
CIoT support capability detection:

During mobility through N26 interface, the source AMF(SMF)/MME detects the target side CIoT support capability through DNS/NRF query or location configuration. See TS 29.303 and TS 29.510. Based on the CIoT support capabilities, source side determines if CIoT related PDU sessions or PDN connections shall be transferred. 

During Idle mobility through N26 interface, the new AMF(SMF)/MME indicates CIoT support capability at the new side. Based on the capability at the new side, the old AMF(SMF)/MME determines if CIoT related PDU sessions or PDN connections shall be transferred 

Unstructured PDU type vs Non-IP PDN type:

For PDU session with unstructured PDU type, SMF shall set the PDN type to Non-IP during transfer to EPC. When Non-IP PDN type PDN connection is received from EPC side, SMF shall set the PDU session type to Unstructured. This is specified in TS 23.502 clause 4.11 rel-15.

Selection of control plane or user plane CIoT optimization:
When SDFP PDU session is transferred to EPS side, it can either use the control plane CIoT optimization or user plane CIoT optimization based on preferred and supported network behaviour between UE and EPC.

6.5.4
Procedures

6.5.4.1
UE requested SDFP PDU session establishment
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Figure 6.5.4.1-1: UE-requested PDU Session Establishment for SDFP

The procedure assumes that the UE has already registered on the AMF. Below are some modifications for SDFP compared to the existing PDU Session Establishment procedure. The SDFP information is kept in the UE for the duration of the PDU Session. The SDFP information can be updated as part of the registration update procedure, e.g. to reflect UPF changes.


1.
UE provides an indication it wants to establish a SDFP PDU session. Additionally, the UE could provide NSSAI indicating a specific network slice for SDFP which could be used by the RAN to select an AMF that supports SDFP.

2.
AMF selects an SMF that supports SDFP.

3.
The AMF generates a SDFP security information with same or similar information as normally is provided to RAN for PDCP when SDFP is not used. The SDPF security information is forwarded to the SMF/UPF (and to RAN/UE in step 12-13). 
Editor's note:
SA3 should check if the SDFP security information could be derived in the RAN based on the existing AS security information available in the RAN (might avoid change to step 12).
…

8.
SMF selects a UPF that suppose SDFP.

…

10.
SMF performs N4 Session Establishment including setting up the SDFP security context in the UPF. During this procedure the UE UPF and PDU Session information will be generated.




12. The SDPF security information is sent to the RAN. 
13. RAN determines the UPF index based on the UPF Tunnel information received in step 12. RAN sends the UPF index, the UPF UL TEID and the SDPF security information to the UE.
15-16a. The SDPF security information is sent to the SMF/UPF.
6.5.4.2
SDFP transfer initiated by UL data

The following figure shows an example of how MO small data packet is passed from the UE in UL. The term "SDFP session" is used in the text below meaning the time from a fast path is established (e.g. DRB is created) until it is released (e.g. inactivity timeout)
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Figure 6.5.4.2-1: SDFP transfer initiated by UL data

1.
The UE establishes an RRC for SDFP transfer. Parameters for selection of UPF for the PDU Session for the UE are passed to the RAN i.e. the UPF index and the UPF UL TEID.
Editor's note:
The detailed solution for this part should be discussed in RAN WGs. An alternative would be to transfer the parameters as part of the UL data PDU.

1a/b.  In case AMF trigger paging towards RAN (e.g. due to N1 CP signalling) during an ongoing "SDFP transfer initiated by UL data", RAN may set up N2 UE association using the 5G S-TMSI received in step 1 and provide the AMF with NGAP UE ID. AMF replies with NG AMF ID. 


NOTE: This step may be performed at any time between step 1 and 6.

2.
The UE encrypts, and integrity protects an UL data PDU and sends it to RAN.

3.
RAN forwards the UL data PDU on the N3 tunnel to the selected UPF. RAN selects the UPF and the N3 tunnel based on the SDFP information provided by the UE (i.e. UPF index and the UPF UL TEID) and the RAN preconfigured list of UPFs supporting SDFP. RAN will also provide the UPF with RAN N3 DL Tunnel Info for the SDFP session.

4.
The UPF checks integrity protection and decrypts the UL data PDU. If passed the check, the UPF forwards the UL data on the N6/N9 interface. In addition, the UPF enables subsequent DL data transmissions to the RAN node it received the UP data PDU from.

5.
A DL data packet may arrive on N6/N9 shortly after, e.g. an acknowledgement.

6.
The UPF encrypt and integrity protects the DL data PDU and passes it to the RAN node, which was enabled in step 3-4.

7.
RAN forwards the DL data PDU to the UE.

8-9. Based on a UP Activity Timeout timer in RAN and UPF the SDFP information context in RAN is released and DL data transmission in the UPF is disabled by setting the SDFP in a non-active state. RAN releases the RRC connection. 

6.5.4.3
SDFP transfer initiated by DL data

Small data initiated in DL on a QoS flow where fast path is enabled but not active (i.e. the RAN N3 DL Tunnel Info is unknown), is handled as described in the figure below. It should be noted that compared to when small data is initiated UL, an additional paging of the UE is required.
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Figure 6.5.4.3-1: SDFP transfer initiated by DL data

At arrival of DL data a network initiated service request procedure could be used to reach the UE. Two options can be considered for providing the UPF with the RAN N3 DL Tunnel Info, either a) it is carried from the RAN as part of a Service Request procedure towards the UPF or b) as part of a Dummy UL data procedure.

Editor's note:
It is FFS if option a) or b) is preferred including advantages, drawbacks and details of the two options.

Editor's note:
More work is needed on the details of the SDFP transfer initiated by DL data.

6.5.5
Impacts on existing entities and interfaces

Editor's note:
This clause describes impacts to existing entities and interfaces.
New parameter with SDFP security information on N1, N11, N4 and N2. 
New parameters UPF index and UPF UL TEID in RRC message to the UE.
New parameter RAN N3 TEID in GTP-U message to UPF.
SDFP function in UE, RAN, UPF, AMF and SMF.
6.5.6
Evaluation

Editor's note:
This clause provides an evaluation of the solution.
***** End of Changes *****
�Addressed in new clause 6.5.2.4 and more places


�E.g. new solution in S2-185747 


�See updates on MO data procedure


�No specific changes needed to step 11 anymore. Solution now updated to pass UPF info over RRC step 13 instead. RAN gets UPF tunnel info as normal in step 11-12.


�This clause updated by other paper S2-185747
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